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= 3MDEB TrenchBoot

TrenchBoot
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e TrenchBoot Mailing List
e The #0SFW-Trenchboot channel on Matrix

o Bridged with #trenchboot channel on OSFW Slack
e Twitter @TrenchBoot
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= 3MDEB TrenchBoot vs TrustedBoot

TrustedBoot TrenchBoot

e TrustedBoot (tboot) supports only Aims for unified approach

Intel TXT supporting AMD, Intel and ARM
e |s an exokernel and Xen (or any processors
other kernel) has to be aware of * The goal is to implement a native
its presence support for D-RTM to let Xen have
e Supports Linux and multiboot full control without any exokernels
protocols e Potential to boot with any
e Requires a couple of lines to be protocol/bootloader
added to GRUB menu * Needs just 1 or 2 lines to be added
configuration file to perform DRTM launch

Xen Project Summit 2024

CC-BY-4.0| Michat Zygowski




=< 3MDEB Usecase: Qubes 0S Anti Evil Maid

Qubes OS Anti Evil Maid (AEM) is a set of software packages and utilities to
aid against Evil Maid attacks

Leverages DRTM and TPM to seal secrets, which are used by the owner to
confirm whether the device has been tampered with or not

Initially only Intel TXT and TPM1.2 with tboot was supported using legacy

BIOS boot mode, now TrenchBoot replaces tboot, extending the support to
TPM2.0 and AMD SKINIT
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https://theinvisiblethings.blogspot.com/2009/10/evil-maid-goes-after-truecrypt.html

< 3MDEB Demo: Qubes 0S Anti Evil Maid

e Hardware: Protectli VP4670
e TPM: Infineon SLB9665 LPC
TPM 2.0
e Firmware: Dasharo
(coreboot+SeaBIOS) v0.9.0
o coreboot 24.02.01
o SeaBIOSrel-1.16.3
e Software:
© Qubes OS R4.2.1
o Xen4.17.4 (AEM v0.4.1)
o GRUB2 2.06 (AEM
v0.4.1
o Anti-Evil-Maid v0.4.1
e Issue: Xen is booting very
slowly after Dynamic Launch

Watch on asciinema
Installation instructions on 3mdeb blog
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https://asciinema.org/a/661622?cols=80&rows=24
https://asciinema.org/a/661622?cols=80&rows=24
https://www.qubes-os.org/downloads/#qubes-release-4-2-1
https://github.com/TrenchBoot/xen/releases/tag/v0.4.1
https://github.com/TrenchBoot/grub/releases/tag/v0.4.1
https://github.com/TrenchBoot/grub/releases/tag/v0.4.1
https://github.com/TrenchBoot/qubes-antievilmaid/releases/tag/aem_v0.4.1
https://github.com/TrenchBoot/xen/issues/16
https://github.com/TrenchBoot/xen/issues/16
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https://blog.3mdeb.com/2024/2024-04-11-aem_phase4/

=< 3IMDEB Current status of the work

o 70pen + 3Closed Sort~

Phase 4: AMD support for Qubes OS AEM
with TrenchBoot
Closed 2 weeks ago (9 Last updated 13 days ago

100% complete 0 open 6 closed
Edit Reopen Delete

This is Phase 4 for TrenchBoot as Anti Evil Maid project, as outlin...(more)

Phase 3: Update to the newest
TrenchBoot boot protocol

Closed on Jan 17 (I Last updated 5 months ago
This is Phase 3 for TrenchBoot as Anti Evil Maid project, as outlin...(more)

100% complete 0open 2 closed
Edit Reopen Delete

Phase 2: TPM 2.0 support in Qubes OS
AEM (Intel hardware)

Closed on Dec 27, 2023 (©) Last updated 5 months ago
Fhase 2 of the Trenchhoot as Anti Evil Maid project aims to impleme...(maore}

100% complete 0open 7 closed
Edit Reopen Delete

e https://github.com/TrenchBoot/trenchboot-issues/milestones
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https://github.com/TrenchBoot/trenchboot-issues/milestones

< 3MDEB Phase 2 - TPM 2.0 support

Phase 2: TPM 2.0 support in Qubes OS AEM (Intel hardware)

Closed on Dec 27,2023 100% complete

Phase 2 of the Trenchboot as Anti Evil Maid project aims to implement support for TPM 2.0 modules in Xen, including
the ability to measure Dom0 kernel and initial ram disk before execution, log Dom0 kernel and initial ram disk hashes to
the TPM event log, and bring up parallel CPU cores for DRTM launch. Additionally, the project will integrate the TPM 2.0
software stack into Qubes OS Dom0, extending AEM scripts to detect the TPM version on the platform and use the
appropriate software stack for TPM 2.0.

The more detailed scope of this phase can be found at docs.dasharo.

Show less ~

[0 @® oopen . 7closed

0 © Test TPM 2.0 support on Intel hardware with legacy boot mode and Update Qubes 0OS AEM a7z

documentation ( P:default  (Tifeatirarequest) w: done

#16 by BeataZdunczyk was closed on Nov 15, 2023

0 © Implement parallel CPU cores bring-up for DRTM launch (P:default - (fifeaturerequesty w: done 2 Os
#12 by BeataZdunczyk was closed on Oct 18, 2023

0 © Support for TPM 2.0 module in Xen | Pidefault | (Fifeatureraquesty W: done
#10 by BeataZdunczyk was closed on Sep 26, 2023

L) © Support for TPM 2.0 event log in Xen ( P:default (fifeaturarraquest) W: done
#11 by BeataZdunczyk was closed on Sep 26, 2023

O © Extend the AEM scripts to use appropriate software stack for TPM 2.0 | P:default - (Tiféatirerequest) w: done
#15 by BeataZdunczyk was closed on Aug 30, 2023

0 © Integrate TPM 2.0 software stack into Qubes OS Dom0 ( P:default | (THfestUfEFEqUEst) w: done
#13 by BeataZdunczyk was closed on Jun 28, 2023

® & & o o
9

Ll © Extend the AEM scripts to detect TPM version on the platform (P:default | (Tifeatirarequest) w: done
#14 by BeataZdunczyk was closed on May 31, 2023
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< 3MDEB Phase 3 - TrenchBoot boot protocol

Phase 3: Update to the newest TrenchBoot boot protocol

Closed on Jan 17 100% complete

This is Phase 3 for TrenchBoot as Anti Evil Maid project, as
outlined in the documentation: and https://docs.dasharo.com/projects/trenchboot-aem-v2/.

This phase aims to update the TrenchBoot support in Qubes OS5 AEM to align with the newest TrenchBoot boot protocol

upstreamed to Linux kernel and GRUB. This involves code rebasing onto the most recent work ...
Show more v

[ ( oopen + 2closed

) @ Retest the solution on Intel hardware with TPM 1.2 and TPM 2.0 using legacy boot mode | P: default 2 a3

et W done

#18 by BeataZdunczyk was closed on Jan 12

[ © Code rebase onto the most recent work implementing Secure Launch protocol being upstreamed to [Je

Linux and GRUB ' P: default — W: done

#17 by BeataZdunczyk was closed on Jan 12
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=< 3MDEB Phase 4 - AMD support

Phase 4: AMD support for Qubes OS AEM with TrenchBoot

Closed 2 weeks ago  100% complete

This is Phase 4 for TrenchBoot as Anti Evil Maid project, as

outlined in the documentation: and https://docs.dasharo.com/projects/trenchboot-aem-v2/.

Phase 4 of the TrenchBoot AEM project aims to add support for AMD hardware with TrenchBoot on Qubes OS AEM. This
phase consists of the following scope:

1. Updating the Secure Kernel Loader package support for ...
Show more v

[ ( oopen + 6Closed

[ & TrenchBoot Secure Kernel Loader (SKL) improvements for AMD server CPUs with multiple nodes ' P: default . 2
(RIS W done
#20 by BeataZdunczyk was closed 2 weeks ago

O © AMD hardware selection | P: default | (Tiask) (@Einlprogressh 2 o

#24 by BeataZdunczyk was closed 2 weeks ago QO 5 of 8 tasks

[J © Test TrenchBoot support on AMD hardware with TPM 2.0 and TPM 1.2 with legacy boot mode | P: default 2 2

fesrereaet) W done

#23 by BeataZdunczyk was closed 2 weeks ago

[0 © Update TrenchBoot boot protocol for AMD in Secure Kernel Loader | P:default | (THfSatiraréquesty w: done 2 e
#22 by BeataZdunczyk was closed on Apr 19

[ © Update the Secure Kernel Loader package support for QubesOS | P: default | (TifeSfirerequest) W: done @ Us
#19 by BeataZdunczyk was closed on Apr 19 Q 6 of 7 tasks

« [ @ Update TrenchBoot boot protocol for AMD in GRUB2 A:amd  C:grub2 | P:defaulc (Fifeaturerequest) W: done i D7
#21 by BeataZdunczyk was closed on Apr 19
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< 3MDEB Try TrenchBoot

It is relatively easy to get a hardware which supports DRTM:

* Intel-based tested and known to work:
o Protectli VP4670 (open-source-firmware supported)
o Dell OptiPlex 7010/9010 (open-source-firmware supported)
o HP EliteDesk 800 G2 Desktop Mini

e AMD-based tested and known to work:
o Terminal HP T630
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=< 3MDEB Current ongoing efforts

e Provide package repositories for other major distros (Debian, Ubuntu

Fedora)
* Prepare tools for assessing the readiness of the system and BIOS to

perform Dynamic Launch
e Adding DRTM Ready indicator to the system security reports: Qubes OS

Security Report, fwupd HSI

5] TBomo] Qubes 65 Glohal Config DEEx)
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https://fwupd.github.io/libfwupdplugin/hsi.html

= BSMDEB  Phase 5 - Xen as DLME for UEFI boot mode

TrenchBoot roadmap

Year 2024 Year 2025
Jun  Jul Aug Sep Oct Nov Dec Jan Feb Mar Apr May

DRTM
assessment

Ul s QubesOS Security

Report extension

TrenchBoot AEM
Compatibility Test

TrenchBoot ongoing work and future plans | May 2024 (v0.1) | CC-BY-SA-4.0

More details about Secure Launch on trenchboot.org
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https://trenchboot.org/specifications/Secure_Launch/

¥ 3IMDEB

QA

Xen Project Summit 2024

CC-BY-4.0| Michat Zygowski




