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D-RTM and S-RTM
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TrenchBoot Mailing List
The #OSFW-Trenchboot channel on Matrix

Bridged with #trenchboot channel on OSFW Slack
Twitter @TrenchBoot

TrenchBoot
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https://groups.google.com/forum/#!forum/trenchboot-devel
https://matrix.to/#/#OSFW-Trenchboot:matrix.org
https://slack.osfw.dev/
https://twitter.com/trenchboot


TrustedBoot

TrustedBoot (tboot) supports only
Intel TXT
Is an exokernel and Xen (or any
other kernel) has to be aware of
its presence
Supports Linux and multiboot
protocols
Requires a couple of lines to be
added to GRUB menu
configuration file

TrenchBoot

Aims for unified approach
supporting AMD, Intel and ARM
processors
The goal is to implement a native
support for D-RTM to let Xen have
full control without any exokernels
Potential to boot with any
protocol/bootloader
Needs just 1 or 2 lines to be added
to perform DRTM launch

TrenchBoot vs TrustedBoot
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Qubes OS Anti Evil Maid (AEM) is a set of software packages and utilities to
aid against Evil Maid attacks
Leverages DRTM and TPM to seal secrets, which are used by the owner to
confirm whether the device has been tampered with or not
Initially only Intel TXT and TPM1.2 with tboot was supported using legacy
BIOS boot mode, now TrenchBoot replaces tboot, extending the support to
TPM2.0 and AMD SKINIT

Usecase: Qubes OS Anti Evil Maid
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https://theinvisiblethings.blogspot.com/2009/10/evil-maid-goes-after-truecrypt.html


Starting modprobe@dm_mod.s…[0m - Load Kernel Module dm_mod... 

Starting modprobe@loop.ser…e - Load Kernel Module loop... 

[ OK ] Finished modprobe@dm_mod.s…e - Load Kernel Module dm_mod. 

[ OK ] Finished systemd-fsck@dev-…f1a71-20c8-434b-baee-14c18c72ebc7. 

[ OK ] Finished modprobe@loop.service - Load Kernel Module loop. 

Mounting boot.mount - /boot... 

Starting modprobe@dm_mod.s…[0m - Load Kernel Module dm_mod... 

Starting modprobe@loop.ser…e - Load Kernel Module loop... 

[ OK ] Mounted boot.mount - /boot. 

[ OK ] Finished modprobe@dm_mod.s…e - Load Kernel Module dm_mod. 

[ OK ] Finished modprobe@loop.service - Load Kernel Module loop. 

[ OK ] Reached target local-fs.target - Local File Systems. 

Starting anti-evil-maid-se…ce - Anti Evil Maid sealing... 

Starting plymouth-read-wri…mouth To Write Out Runtime Data... 

Starting systemd-tmpfiles-… Volatile Files and Directories... 

[ OK ] Finished plymouth-read-wri…lymouth To Write Out Runtime Data. 

[ 41.271771] anti-evil-maid-seal[2513]: trousers_changer_migrate: already migrated 

[ 41.277799] anti-evil-maid-seal[2519]: trousers_changer_identify: identifying TPM 

[ OK ] Finished systemd-tmpfiles-…te Volatile Files and Directories. 

Starting systemd-update-ut…rd System Boot/Shutdown in UTMP... 

Starting usbguard.service - USBGuard daemon... 

[ OK ] Finished systemd-update-ut…cord System Boot/Shutdown in UTMP. 

[ OK ] Started usbguard.service - USBGuard daemon. 

[ OK ] Started systemd-ask-passwo… Requests to Wall Directory Watch. 

[ OK ] Reached target cryptsetup.…get - Local Encrypted Volumes. 

[ OK ] Reached target paths.target - Path Units. 

[ OK ] Reached target sysinit.target - System Initialization. 

[ OK ] Started fstrim.timer - Discard unused blocks once a week. 

[ OK ] Started logrotate.timer - Daily rotation of log files. 

[ OK ] Started systemd-tmpfiles-c… Cleanup of Temporary Directories. 

[ OK ] Reached target timers.target - Timer Units. 

[ OK ] Listening on dbus.socket��- D-Bus System Message Bus Socket. 

[ OK ] Listening on libvirtd.socket - Libvirt local socket. 

[ OK ] Listening on libvirtd-admi…socket - Libvirt admin socket. 

[ OK ] Listening on libvirtd-ro.s… - Libvirt local read-only socket. 

[ OK ] Listening on virtlockd.soc…rtual machine lock manager socket. 

[ OK ] Listening on virtlogd.sock…irtual machine log manager socket. 

[ OK ] Reached target sockets.target - Socket Units. 

Starting dbus-broker.servi… - D-Bus System Message Bus... 

Starting systemd-userdbd.s…ice - User Database Manager... 

[ OK ] Started systemd-userdbd.service - User Database Manager. 

[ OK ] Started dbus-broker.service - D-Bus System Message Bus. 

[ 41.489473] anti-evil-maid-seal[2683]: WARN: Reading full size of the NV index 

[ 41.706317] anti-evil-maid-seal[2519]: trousers_changer_identify: TPM identity: a54585fd97cf4d8e480bff4c434c6bf84b3f8036 

[ 41.819682] anti-evil-maid-seal[2754]: tpm2_z_srk: detecting whether SRK is password protected 

[ OK ] Finished lvm2-pvscan@253:0… event activation on device 253:0. 

[ 41.901454] anti-evil-maid-seal[2754]: tpm2_z_srk: yes, SRK is password protected 

Sealed /var/lib/anti-evil-maid/aem/secret.txt using --pcr 13 --pcr 17 --pcr 18 

Sealed /var/lib/anti-evil-maid/aem/secret.key using --pcr 13 --pcr 17 --pcr 18 

Sealed /var/lib/anti-evil-maid/aem/secret.otp using --pcr 13 --pcr 17 --pcr 18 

Sealed /var/lib/anti-evil-maid/aem/secret.fre using --pcr 13 --pcr 17 --pcr 18 

Syncing to /boot 

[ OK ] Finished anti-evil-maid-se…vice - Anti Evil Maid sealing. 

[ OK ] Reached target basic.target - Basic System. 

[ OK ] Started alsa-state.service…nd Card State (restore and store). 

[ OK ] Reached target sound.target - Sound Card. 

Starting dracut-shutdown.s…tore /run/initramfs on shutdown... 

Starting qubes-db-dom0.service - Qubes DB agent... 

[ OK ] Started qubes-input-sender…bes input proxy sender (keyboard). 

[ OK ] Started qubes-input-sender…bes input proxy sender (keyboard). 

[ OK ] Started qubes-input-sender…bes input proxy sender (keyboard). 

[ OK ] Started qubes-input-sender… Qubes input proxy sender (mouse). 

Starting qubes-qmemman.ser… Qubes memory management daemon... 

Starting qubesd.service - Qubes OS daemon... 

Starting systemd-logind.se…ice - User Login Management... 

Starting udisks2.service - Disk Manager... 

Starting upower.service - Daemon for power management... 

Starting xenstored.service - The Xen xenstore... 

[ OK ] Started qubes-db-dom0.service - Qubes DB agent. 

[ OK ] Finished dracut-shutdown.s…estore /run/initramfs on shutdown. 

Starting modprobe@drm.service - Load Kernel Module drm... 

[ OK ] Started xenstored.service - The Xen xenstore. 

Starting xen-init-dom0.ser…nodes, JSON configuration stub)... 

Starting xenconsoled.servi…m guest consoles and hypervisor... 

[ OK ] Finished modprobe@drm.service - Load Kernel Module drm. 

[ OK ] Started systemd-logind.service - User Login Management. 

Starting libvirtd.service - Virtualization daemon... 

Starting polkit.service - Authorization Manager... 

[ OK ] Started xenconsoled.servic…rom guest consoles and hypervisor. 

[ OK ] Finished xen-init-dom0.ser…e nodes, JSON configuration stub). 

[ OK ] Started upower.service - Daemon for power management. 

[ OK ] Started libvirtd.service - Virtualization daemon. 

[ OK ] Started polkit.service - Authorization Manager. 

[ OK ] Started udisks2.service - Disk Manager. 

[ OK ] Started qubes-qmemman.serv… - Qubes memory management daemon. 

[ OK ] Started qubesd.service - Qubes OS daemon. 

Starting qubes-core.service - Qubes Dom0 startup setup... 

[ OK ] Started qubes-qrexec-polic…- Qubes remote exec policy daemon. 

[ OK ] Finished qubes-core.service - Qubes Dom0 startup setup. 

[ OK ] Started qubes-meminfo-writ…Qubes memory information reporter. 

Starting qubes-vm@sys-fire…m - Start Qubes VM sys-firewall... 

Starting qubes-vm@sys-net.…ce - Start Qubes VM sys-net... 

Starting qubes-vm@sys-usb.…ce - Start Qubes VM sys-usb... 

Starting qubes-vm@sys-whon…[0m - Start Qubes VM sys-whonix... 

[ OK ] Finished qubes-vm@sys-net.…vice - Start Qubes VM sys-net. 

[ OK ] Finished qubes-vm@sys-usb.…vice - Start Qubes VM sys-usb. 

Starting systemd-user-sess…vice - Permit User Sessions... 

Starting systemd-hostnamed.service - Hostname Service... 

[ OK ] Finished systemd-user-sess…ervice - Permit User Sessions. 

[ OK ] Started crond.service - Command Scheduler. 

Starting lightdm.service - Light Display Manager... 

Starting plymouth-quit-wai… until boot process finishes up... 

[ OK ] Started systemd-hostnamed.service - Hostname Service. 

Qubes release 4.2.1 (R4.2) 

Kernel 6.6.29-1.qubes.fc37.x86_64 on an x86_64 (ttyS0) 

dom0 login: 

[ OK ] Listening on systemd-udevd….socket - udev Control Socket.

Hardware: Protectli VP4670
TPM: Infineon SLB9665 LPC
TPM 2.0
Firmware: Dasharo
(coreboot+SeaBIOS) v0.9.0

coreboot 24.02.01
SeaBIOS rel-1.16.3

Software:
Qubes OS R4.2.1
Xen 4.17.4 (AEM v0.4.1)
GRUB2 2.06 (AEM
v0.4.1
Anti-Evil-Maid v0.4.1

Issue: Xen is booting very
slowly after Dynamic Launch

Demo: Qubes OS Anti Evil Maid

Watch on asciinema
Installation instructions on 3mdeb blog
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https://asciinema.org/a/661622?cols=80&rows=24
https://asciinema.org/a/661622?cols=80&rows=24
https://www.qubes-os.org/downloads/#qubes-release-4-2-1
https://github.com/TrenchBoot/xen/releases/tag/v0.4.1
https://github.com/TrenchBoot/grub/releases/tag/v0.4.1
https://github.com/TrenchBoot/grub/releases/tag/v0.4.1
https://github.com/TrenchBoot/qubes-antievilmaid/releases/tag/aem_v0.4.1
https://github.com/TrenchBoot/xen/issues/16
https://github.com/TrenchBoot/xen/issues/16
https://asciinema.org/a/661622?cols=80&rows=24
https://blog.3mdeb.com/2024/2024-04-11-aem_phase4/


https://github.com/TrenchBoot/trenchboot-issues/milestones

Current status of the work
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https://github.com/TrenchBoot/trenchboot-issues/milestones


Phase 2 - TPM 2.0 support
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Phase 3 - TrenchBoot boot protocol
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Phase 4 - AMD support
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It is relatively easy to get a hardware which supports DRTM:

Intel-based tested and known to work:
Protectli VP4670 (open-source-firmware supported)
Dell OptiPlex 7010/9010 (open-source-firmware supported)
HP EliteDesk 800 G2 Desktop Mini

  

AMD-based tested and known to work:
Terminal HP T630

Try TrenchBoot
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Provide package repositories for other major distros (Debian, Ubuntu
Fedora)
Prepare tools for assessing the readiness of the system and BIOS to
perform Dynamic Launch
Adding DRTM Ready indicator to the system security reports: Qubes OS
Security Report, fwupd HSI

Current ongoing efforts
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https://fwupd.github.io/libfwupdplugin/hsi.html


More details about Secure Launch on trenchboot.org

Phase 5 - Xen as DLME for UEFI boot mode
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https://trenchboot.org/specifications/Secure_Launch/


Q&A
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